
  

 

 

 

 

Replication vs Erasure Coding in Data Centric 
Storage for Wireless Sensor Networks 

 

 

 

 

Journal Paper 

*CISTER Research Center  

CISTER-TR-141203 

 

2015/02/11 

Michele Albano* 

Stefano Chessa 

 



Journal Paper CISTER-TR-141203 Replication vs Erasure Coding in Data Centric Storage for  ... 

© CISTER Research Center 
www.cister.isep.ipp.pt   

1 
 

Replication vs Erasure Coding in Data Centric Storage for Wireless Sensor 
Networks 

Michele Albano*, Stefano Chessa 

*CISTER Research Center 

Polytechnic Institute of Porto (ISEP-IPP) 

Rua Dr. António Bernardino de Almeida, 431 

4200-072 Porto 

Portugal 

Tel.: +351.22.8340509, Fax: +351.22.8321159 

E-mail: mialb@isep.ipp.pt 

http://www.cister.isep.ipp.pt 

 

Abstract 

In-network storage of data in wireless sensor networks contributes to reduce the communications inside the 
network and to favor data aggregation. In this paper, we consider the use of n out of m codes and data dispersal 
in combination to in-network storage. In particular, we provide an abstract model of in-network storage to show 
how n out of m codes can be used, and we discuss how this can be achieved in _ve cases of study. We also de_ne 
a model aimed at evaluating the probability of correct data encoding and decoding, we exploit this model and 
simulations to show how, in the cases of study, the parameters of the n out of m codes and the network should be 
con_gured in order to achieve correct data coding and decoding with high probability. 
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a b s t r a c t

In-network storage of data in wireless sensor networks contributes to reduce the commu-
nications inside the network and to favor data aggregation. In this paper, we consider the
use of n out of m codes and data dispersal in combination to in-network storage. In partic-
ular, we provide an abstract model of in-network storage to show how n out of m codes can
be used, and we discuss how this can be achieved in five cases of study. We also define a
model aimed at evaluating the probability of correct data encoding and decoding, we
exploit this model and simulations to show how, in the cases of study, the parameters of
the n out of m codes and the network should be configured in order to achieve correct data
coding and decoding with high probability.

� 2014 Elsevier B.V. All rights reserved.

1. Introduction

Wireless Sensor Networks (WSN) [1] are a widely used
technology for automatic monitoring of a large range of
different environments. In a typical deployment, a WSN
comprises a set of low-power, inexpensive embedded
devices (called sensors) that cooperatively build a network
aimed at monitoring and control tasks. A sensor is a micro-
system that measures environmental data by means of its
on-board transducers and that transmits such data by
means of an embedded radio transceiver. A special sensor,
called sink node, acts as a gateway with external networks
to the purpose of data collection and WSN control and
programming.

There are a number of challenges arising in the design
of efficient and scalable WSN, however an important issue
that emerges from these challenges is energy consump-
tion, and its dual, networks’ lifetime. In fact sensors rely

on onboard batteries for energy supply, and, once a sensor
depletes its battery, it becomes unable to continue its
monitoring and communication tasks and it may be con-
sidered faulty at any effect [2].

The most established model for WSNs, Directed Diffu-
sion [2], employs a query injection and data collection
algorithm that implement an external storage scheme,
where sensed data is sent to the sink node for storage. This
model assumes that the sink node has a permanent con-
nection with the network, and that the WSN is an exten-
sion of the sink node, which coordinates the activity of
the network and issues queries to the sensors.

However, this assumption limits the applications of
WSNs, since in some applications the connection
between the sink node and the WSN may be unavailable
for (arbitrarily long) periods, while in other cases it is not
practical neither efficient to store and process all the
sensed data in the sink node. Based on this observation,
Ratnasamy et al. [3] introduced an in-network storage
model, the DCS-GHT, in which data is stored within the
WSN itself. As compared with the external storage model
(which accumulates all sensed data in the sink), DCS-GHT
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contributes to save sensors energy and to improve the
network lifetime.

In order to deal with sensors’ failures, in-network data
storage mechanisms ensure data availability by exploiting
some data redundancy schemes. The quest for data avail-
ability has gone into different directions, for example the
work in [4] has applied full replication to a number of
nodes that depends on the traffic pattern, with the goal
of minimizing average traffic/energy consumption, based
on measurements of applications’ production and con-
sumption traffic. The work in [5] considers the survival of
data against a number of typical attacks on data, such as
Byzantine failures and dynamic pollution attacks, where
the adversary may modify/pollute the stored data by com-
promising individual sensors, by providing data redun-
dancy and then employing algebraic signature. The work
in [6] approaches the problem of attackers compromising
sensor nodes to pollute or destroy data, by improving the
robustness of data storage by network coding (for fast dis-
tribution of encoded fragments) and homomorphic finger-
printing (for fast identifying of incorrect fragments).

Most approaches to innetwork storage adopt simple
data replication [3,4,10,8,13–16,30] that, however, gener-
ally leads to a significantly larger memory overhead as
compared to solutions based on data encoding [7]. More
recently, some works proposed the use of fountain codes
or erasure codes [28,32,33,9] as an alternative to data rep-
lication to achieve data availability. With these codes, it is
possible to achieve the same level of data availability given
by replication at a lower storage cost. In particular, the use
of erasure code in in-network storage in WSN consists in
splitting each data into a number of redundant parts
(called fragments) with the property that the original data
can be reconstructed in front of the erasure (loss) of a lim-
ited number of fragments. An erasure code in which an
encoded data can be reconstructed based on n available
fragments out of an initial set ofm fragments is also known
as an n out of m code. In general, such codes requirem keys
to perform the encoding of a data into m fragments, and
the reconstruction of the data from n fragments is guaran-
teed only if the keys used to produce each of these frag-
ments are known.

In our preliminary work [9], we reconsider the in-net-
work storage approaches to show how they can employ
erasure codes. In that work we define a probabilistic model
to evaluate the probability of a correct coding and decod-
ing of the fragments in front of failing sensors, depending
on the parameters n and m of the erasure code, on the
WSN configuration, and on the way in which the erasure
code keys are distributed to the sensors.

In the present paper we further extend those results by
identifying a NP-complete problem in the in-network stor-
age setup that impede an optimal deterministic assign-
ment of encoding keys to the sensors, being this a
necessary step for the correct in-network storage of data.
Then, leveraging on this result and on a probabilistic key
assignment, we assess the use of erasure codes in a number
of different in-network storage mechanisms (namely, local
storage [22], DCS-GHT [3], Q-NiGHT [11,10], Double
Rulings [12] and pathDCS [13]). In particular, by means
of simulation, for each of these systems we analyze the

probability of correct reconstruction of a data from a set
of available fragments for different network parameters
and fragments losses. From our simulation results,
Q-NiGHT, pathDCS and Double Rulings appear compatible
with the use of erasure codes from the point of view of
memory overhead and data availability in presence of sen-
sor failures. Instead, approaches that do not control the
degree of replication of the stored data, as for DCS-GHT,
are not able to guarantee in any case a correct data
encoding and decoding. The rest of this paper is organized
as follows. Section 2 presents previous results about both
in-network data storage and data availability for WSN.
Section 3 introduces background concepts related to in-
network storage and residue number systems. Section 4
discusses the use of erasure codes in data centric storage
in WSN, and Section 5 introduces a probabilistic algorithm
for the distribution of moduli for the data encoding to the
sensors. Finally, Sections 6 and 7 exploit the probabilistic
model and perform simulations to analyze the perfor-
mance of local storage and of four different data centric
storage mechanisms when they exploit erasure codes in
data storage, in terms of data availability and memory
overhead, respectively. Section 8 reports the conclusions
and describes future work.

2. Related work

2.1. Data centric storage

In many applications sensed data are generally more
important than the sensors that have sensed them. Based
on this observation the Data Centric Storage (DCS) [3]
defines a paradigmwhere the data is stored within the net-
work itself, where each datum is associated to a meta-
datum and the data is stored in a set of sensors that is a
function of the meta-data. All operation of data storage
and data retrieval are therefore aimed at the meta-datum,
instead of the sensor identity.

There are a number of different proposals of DCS, that
differ for the way in which:

1. data are assigned a meta-datum;
2. the sensors that store the data described by a meta-

datum are selected;
3. data are routed to/from the sensors that store it.

The reference model of DCS is the Geographic Hash Table

(DCS-GHT) [3], that constitutes the first proposal of DCS. In
the DCS-GHT it is assumed that the geographic coordinate
of each sensor is known, and that each datum is described
by a unique meta-datum (or name). The set of sensors
selected to store a datum is computed by means of an hash
function applied to the corresponding meta-datum, which
returns a pair of geographic coordinates fitting in the area
where the sensor network is deployed.

DCS-GHT exploits the primitives put for data storage
and get for data retrieval. The put primitive takes in input
data d and its meta-datum k. By hashing k it selects a pair
of coordinates ðx; yÞ and it uses the Greedy Perimeter State-
less Routing (GPSR) protocol [18] to select a set of sensors
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(denoted home perimeter) forming a perimeter around
ðx; yÞ. Then, to enforce data persistence against sensors’
faults, the sensors in the home perimeter store a copy of
ðk; dÞ. The get primitive hashes the input parameter k to
obtain the coordinate ðx; yÞ, then, by means of GPSR, it
sends a request for the data of meta-datum k to the point
ðx; yÞ. When this request reaches the sensors in the home
perimeter around ðx; yÞ, they send back the data they
stored regarding k.

Along this trend of research many alternative DCS
mechanisms, such as Cell Hash Routing (CHR) [14], Graph
EMbedding (GEM) [15], Hierarchical Location Routing
(LHR) [16], Double Rulings [12], pathDCS [13] and Q-NiGHT
[11], have been proposed. They are similar to DCS-GHT in
the definition of the put and get primitives, but they differ
in the internal mechanisms used to implement routing,
data dispersal and storage.

Double Rulings [12] stores data at sensors placed on a
one-dimensional curve in the WSN deployment area, and
routes queries for data retrieval along nodes on another
one-dimensional curve. The curves are computed as func-
tions of the locations of the producer and the consumer,
and of the meta-data of data to be stored or retrieved. Suc-
cessful retrieval is guaranteed if every retrieval curve inter-
sects every data storage curve, and for this aim Double
Rulings proposes to use stereographic projection, a kind
of projective geometry that maps points of the plane onto
a sphere and vice versa. Since any two great circles of the
sphere must intersect, their projections on the plane also
intersect, thus ensuring that the query crosses the storage
curve hence retrieving the stored data.

The work in [13] introduces pathDCS to remove the
requirement for a geographic routing protocol. In the set
up phase of the WSN, pathDCS identifies a few sensors as
landmarks and each of them builds a routing tree spanning
the entire network. Consequently, each sensor learns its
hop distance from each landmark and knows its parent
in each landmarks routing tree. To implement the data
storage, each meta-data is mapped to a path, defined in
terms of an initial landmark and a set of procedural direc-
tions pi ¼ ðli; siÞ, each containing a landmark li and a num-
ber of steps si. A procedural direction is a data
forwarding rule that forwards the data to be stored from
the current sensor towards landmark li for si hops. Once
the final destination v of the last procedural direction is
reached, the data is stored on each node located up to z

hops from v, with normally z ¼ 1. Data retrieval is imple-
mented by following the same set of procedural directions
starting from the same landmark used for the storage.

Like DCS-GHT, Q-NiGHT [11] relies on GPSR to encoun-
ter the home node, which is the node closest to the coordi-
nates corresponding to the hash of the meta-datum.
Differently than other approaches, Q-NiGHT addresses also
non-uniformly distributed WSN and introduces the con-
cept of QoS in data availability. To this purpose Q-NiGHT
defines a different dispersal protocol that stores the repli-
cas of the data in a ball of sensors centered on the home
node (i.e. a set of sensors within a given distance from
the home node) rather than in the home perimeter. This
way, Q-NiGHT can control (and thus limit) the number of
replicas of the data. The authors show that the resulting

memory overhead and communication load on sensors is
more balanced than with DCS-GHT.

2.2. Data availability

A number of work approached the problem of ensuring
the survival of data against the problems that can arise in
WSN. The works in [23,24] cope with the hot-spot prob-
lem, which leads to the loss of sensors that are managing
too much meta-data. The first work [23] uses a decision
function using event production rate and query rate, for
every event type in every time period the WSN is collecting
data, to decide whether to use DCS or external storage to
manage collected data. The second work [24] proposes
the protocol ‘‘Dynamic DCS’’ that aims at maintaining
long-term historical data, by periodically changing home
nodes corresponding to meta-data. Since the function
relating time periods and home nodes is globally known,
the system is able to perform temporal queries in order
to retrieve information from the past. Our approach to data
availability, on the other hand, provides a framework to
apply erasure coding to a generic DCS system, and could
be made compatible with the two techniques.

All the previously cited approaches to data storage in
WSN adopt pure replication, that is, the replication of the
whole data on every sensor of the set selected for the stor-
age. On the other hand, beginning with the seminal work of
Shannon [19] in 1948, a number of efficient redundancy
techniques, and in particular erasure codes, have been
employed in many application areas.

The Information Dispersal Algorithm (IDA) [17] is a well
known example of erasure code. In IDA, data d of size l

symbols is encoded into a set of m ¼ nþ r fragments
s1; . . . ; sm, with the property that d can be reconstructed
from any subset of n fragments. Furthermore d can be
reconstructed if up to e < r fragments are lost and up to
c ¼ br�e

2 c fragments are corrupted. IDA is optimal with
respect to code efficiency since the size of each fragment
is almost equal to the size of a symbol. Moreover, it allows
for efficient encoding and decoding procedures. The com-
plexity of encoding is OðlÞ, while the complexity of decod-
ing is Oðlðlognþ rÞÞ. A similar result holds for erasure
codes based on Redundant Residue Number Systems
(RRNS) [20]. Reed Solomon codes [21] are other examples
of erasure codes. As compared to IDA they require linear
time encoding and decoding procedures, but they are less
space efficient.

In [33], the authors proposed the use of fountain codes
to aggregate data blocks produced by different nodes. Spe-
cifically, with fountain codes, data blocks produced by dif-
ferent sources are aggregated by means of simple XOR
operations to produce a set of output blocks. If the input
blocks are aggregated probabilistically, by using some spe-
cific probability distribution, each original data block can
be later reconstructed from a relatively small number of
output blocks with high probability. However, the diffi-
culty of using such codes in WSN lies in the difficulty of
implementing a distributed encoding by ensuring a given
probability distribution in the aggregation of the input
blocks. For this reason in [28] it is proposed an adaptation
of fountain codes called Decentralized Erasure Codes
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(DEC), in which the data blocks generated by k source
nodes are combined together by each storage node by
means of a linear combination with random coefficient.
Following this approach, [32] studied how to improve the
data availability by using the DEC Encoding in a WSN. It
should be observed however that these latter approaches
follow a model of the WSN rather different from the one
assumed in this paper. In fact, in these models the data
blocks produced by different sources need to be combined
together to produce the output blocks for storage, and this
implies that different blocks of different sources must be
always available to perform the encoding. In our model
instead, each data block is encoded individually into a set
of smaller fragments, hence the encoding of the sensed
data blocks can be performed independently of the avail-
ability of data from different sources.

The work in [25] applies both elliptic curve cryptogra-
phy scheme and Reed-Solomon erasure coding scheme
[21] to the encoding of data stored using the same dis-
persal protocol of Q-NiGHT [11], with the goal of improv-
ing energy-efficient data reliability and security. The
Decentralized Distributed Erasure Coding (DDEC) protocol
[26] divides the sensing field into a matrix of storage cells,
and then applies a novel coding scheme called Minimum-
bandwidth regenerating (MBR) code to the resulting
structure. Our work, on the other hand, does not propose
a particular DCS system or dispersal protocol, and instead
builds a framework for the application – and evaluation –
of n out of m codes to different DCS systems.

Finally, the work in [27] studies how to distribute to the
sensors the prime numbers used as keys in the encoding
process (see SubSection 3.2). The proposed algorithm is
based on clustering, and applies the resulting scheme to
Local Storage [22], DCS-GHT [3], and Q-NiGHT [11]. On
the other hand, our work formally proves that in the most
general setting the key assignment is an intractable (NP-
complete) problem, and then it delves into the analysis of
the emerging properties of networks where the keys are
assigned at random.

3. Background concepts

We introduce some background and preliminary con-
cepts used in the rest of the paper. In particular, in SubSec-
tion 3.1 we give a general model to represent the main
functionalities of Data Centric Storage systems (DCS) and
we provide in SubSection 3.2 some background concepts
related to erasure coding, with a focus on an implementa-
tion based on Redundant Residue Number Systems (RRNS).

3.1. In-network storage model

A DCS system associates each datum d with a meta-
datum k (denoted by d : k), and defines two primitives:
put(d : k) to store d : k in the network, and get(k) to
retrieve any data whose meta-datum matches k.

The put(d : k) primitive first selects a set of sensors Nk

(the set of sensors selected to store the data) as a function
of k; then it multicasts a storage request of d : k to the

sensors in Nk. In turn, each sensor in Nk stores an encoding
of d : k, denoted gðd : kÞ, in its internal storage.

Data retrieval is performed by means of the get(k)
primitive. Given a meta-datum k, it first computes the set
of sensors Nk that store the corresponding data. Then it
sends a request for any data matching the meta-datum k

to the sensors in Nk. The sensors in Nk reply to this request
by sending all data of meta-datum k to the sensor perform-
ing the get(k).

A generic sensing task involves sensors that cyclically
sense data with meta-datum k, and is represented by the
main loop of Table 1. When a datum d : k is sent to Nk

for storage, upon reception of the corresponding storage
request message, a generic sensor in Nk executes the first
On reception of branch of Table 1. Once a sensor in Nk

receives a request for data of meta-datum k, it extracts
from its memory all the matching data and sends these
data to the requester, as shown in the second On reception

of branch of Table 1.
In Table 1, each sensor p in Nk applies an encoding func-

tion g to the data, then it stores encoded data in its mem-
ory. In most of the current systems, the function g used to
encode the data is the identity function [3,10,14,15], hence
the sensors store gðd : kÞ ¼ d : k in their memory. However,
function g can implement an arbitrary n out of m erasure
code. In this case, each sensor would store a fragment of
the original data. By a proper tuning of the system, each
stored fragment occupies a memory space smaller than
the space required to store the original data. In particular,
considering a datum d represented by l symbols, the occu-
pancy of each fragment in a n out of m erasure code is
asymptotically dl=ne; as shown in [29], the occupancy is
nearly optimal in practical scenarios, and the system will
be able to reconstruct the original datum from any n differ-
ent stored fragments.

In general, the implementation of a function g based on
a n out of m code requires each sensor to be assigned with a
key used for the encoding (in the case of the RRNS this key
is an integer module). Recall that the association between a
fragment and the key used for the encoding should be kept
to ensure a correct data reconstruction, and that correct
reconstruction is guaranteed if at least n fragments are
produced with different keys. When data d : k stored by
sensors in Nk is requested by a sensor, the reconstruction
of data can be performed according to the following
strategies:

Table 1

Sensing task of sensor p:

On reception of d : k:
x ¼ gðd : kÞ

store x : k in its memory

On reception of a request from sensor p for meta-datum k:

foreach stored pair d : k0

if match(k0; k)
send d : k0 to p

loop:

sense datum d of meta-datum k;
put(d : k);
end loop
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� Strategy 1: each sensor in Nk retrieves from its memory
the fragment x : k corresponding to d : k and sends it to
the sink node. In turn the sink node receives all the frag-
ments corresponding to d : k and reconstructs the data.

� Strategy 2: one sensor in Nk collects all the fragments
corresponding to d : k and stored by sensors in Nk. This
sensor reconstructs d : k and sends the reconstructed
data d : k to the sink node.

These two strategies have different advantages and
drawbacks:

� Strategy 1: there is larger energy usage because each
sensor storing a fragment sends the fragment to the
sink node, on the other hand the transfer of these frag-
ments is more reliable: even if some of the fragments
are lost, as far as n of the m different fragments are
received by the sink node, it is possible to reconstruct
the data.

� Strategy 2: it requires only local communications to
reconstruct the data and only one packet with the
datum is sent to the sink node. However the transfer
of the data to the sink node in this case is less
reliable.

3.2. Redundant Residue Number Systems

An erasure code is a coding system that expresses a
message of n symbols using m > n symbols, with the prop-
erty that the original message can be reconstructed from a
subset of the m encoded symbols.

An erasure code can be implemented with Redundant
Residue Number Systems (RRNS), as described in [20].
Given m ¼ nþ r pairwise prime, positive integers m1, . . .,
mnþr called moduli, let M ¼ P

n
p¼1mp;MR ¼ P

nþr
p¼nþ1mp, and,

without loss of generality, mp > mp�1 for each p 2 ½2;n�.
Given any non-negative integer X, let xp ¼ X mod mp be
the residue of X modulo mp. For every ðnþ rÞ-tuple
ðx1; . . . ; xnþrÞ, the corresponding integer X can be
reconstructed by means of the Chinese Remainder
Theorem [20].

Given an RRNS of range M and redundancy MR, with
moduli m1, . . .,mnþr , let ðx1; . . . ; xnþrÞ be the legitimate rep-
resentation of some X in ½0;MÞ. An erasure of multiplicity e

is an event making unavailable e arbitrary digits in the rep-
resentation, and an error of multiplicity c is an event trans-
forming c arbitrary, unknown digits. RRNS has got the
property that it can correct errors and erasures, and recon-
struct X correctly, if eþ 2c 6 r.

If the moduli are single precision integers, the coding/
encoding operations can be executed in linear time using
single precision operations, and the code efficiency in
terms of storage overhead is optimal or nearly optimal in
practical applications, which makes these codes particu-
larly suitable for application to WSN. This means that, if
the range of representation of the data is ½0;MÞ, then each
datum can be represented by L ¼ dlog2Me bits, and the
largest modulo of the RRNS used for encoding is mP , then
each fragment can be represented by at most
Ln ¼ dlog2mPe, where Ln � L=n [29].

4. Data dispersal & retrieval based on erasure codes

In this section we show how erasure codes based on
RRNS can be integrated in different in-network storage
protocols. Specifically, we consider local storage where
each sensor stores the data sensed by itself and by its
neighbors, and four DCS systems, namely DCS-GHT [3],
Q-NiGHT [11], Double Rulings [12] and pathDCS [13].

Using an encoding based on RRNS requires each sensor
to be assigned with a module used to compute the frag-
ments (that in this case are residues). We assume that
the module assigned to a sensor is randomly chosen (at
application compile time) from a library of m ¼ nþ r pair-
wise prime moduli m1; . . . ;mnþr . Hereafter we denote with
mðpÞ the modulo assigned to sensor p.

Let us now consider a sensor p that belongs to a storage
set Nk and that receives for storage the pair d : k. In this
case p stores in its memory the pair x : k where x is the
fragment given by the residue of d module mðpÞ. Note that
this approach is different than that of [29], which com-
putes the encoding in a centralized way.

When a sensor (or the sink) wants to retrieve the data
associated to meta-datum k, it sends a request for any
data matching the meta-datum k to the sensors in Nk.
When p receives this request, it retrieves x : k (that
matches k) from its memory and sends x : k back to the
requester.

The next two subsections discuss how the encoding is
achieved in local storage and in DCS mechanisms.

4.1. Local storage

Local storage is a storage protocol in which data is
stored into the one hop neighbors of the sensors that pro-
duce the data. That is, when a sensor p produces data d : k,
it sends the data in local broadcast to all the sensors that
are reachable in one hop. Hence, in this case Nk is the set
containing p and all its one-hop neighbors. Each sensor
pj 2 Nk thus computes the residue xj ¼ d : k mod mðpjÞ

and stores it in its memory.
Clearly in this case any request for data should be

directed directly to the node that produced them (under
this respect this approach is node-centric). In terms of
communication overhead, this is less efficient than DCS,
however we keep this simple model in the analysis with
the purpose of comparison and evaluation of memory
overhead.

4.2. Data centric storage

The main difference between local storage and Data
Centric Storage is that the set Nk of the sensors that are
selected to store the data d : k is determined by applying
the hash function to the meta-datum k and by the protocol
executed by the specific DCS mechanism:

� In DCS-GHT, the hash function applied to k returns a
geographical point in the sensing field, and the sensors
of set Nk are the sensors belonging to the home perim-
eter around that point.
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� In Q-NiGHT, the hash function applied to k returns a
geographical point in the sensing field, and the sensors
of set Nk are the qk sensors closest to that point. The
value of qk expresses the QoS requested for the data of
meta-data k in the storage, as it reflects the number of
sensors that store such data.

� In Double Rulings, meta-datum k is used to determine a
curve on a sphere. Set Nk is defined as the set of sensors
along a path that follows the stereographic projection of
the curve on the sensing field.

� In pathDCS, set Nk is the set of sensors that are at most
at z hop distance from a sensor, which defaults to z ¼ 1.
The set Nk is found by following a path defined by the
protocol and dependent on the meta-data k.

In all these systems, each sensor in Nk stores a fragment
of the data computed with an n out of m RRNS code. Con-
sequently, the get primitive is designed to send a request
message that should reach at least n sensors with different
moduli in Nk, and these sensors provide the data to the
requester by using either strategy 1 (i.e. they all send their
fragments to the requester, which in turn reconstructs the
data) or strategy 2 (i.e. they reconstruct the data with a dis-
tributed algorithm and send the data to the requester).

4.3. Optimal modulo assignment is NP-complete

The methods explained in the previous subsections to
combine RRNS with local or DCS storage, assume that the
moduli are appropriately assigned to the sensors. Unfortu-
nately, as we show in this section, finding an optimal
assignment of the moduli to the sensors is NP-Complete.
We will show in the next section how this problem can
be solved efficiently by using a probabilistic approach.

The problem of optimal modulo assignment can be sta-
ted as follows. Given:

� a set of sensors: N ¼ f. . . ; pi; . . .g,
� an n out of m code,
� m modules: fm1; . . . ;mmg,
� a set X of (possibly overlapping) subsets of
N : Z ¼ f. . . ;Ni; . . .g (with Ni ¼ f. . . ; pij; . . . :g)

the goal is to check if there exists an assignment f ðpiÞ ! mi

of modulesmi to sensors pi, such that for each subset Ni, its
sensors have at least n different modules assigned to them.
Note that, for the sake of simplicity, this formulation of the
problem disregards the occurrence of faults. However it
can be extended in a straightforward way by requiring
that at least nþ f different modules appear in each
subset Ni.

We observe that the problem is in NP since, given a
solution to one instance of the problem, it is possible to
check whether it is a correct solution by inspection of all
the subsets Ni in a time that is polynomial in the size of N.

Let us now show that the modulo assignment problem
is NP-HARD. The problem of MAXIMUM NOT-ALL-EQUAL
3-SATISFIABILITY[31] is a well known NP-complete prob-
lem. Its statement says that, given

� a set of variables X ¼ f. . . ; xi; . . .g,

� a set of a literals, each of them being either a variable xi
or a negated variable �xi, with xi 2 X,

� a collection C of OR clauses ci comprising at most 3 lit-
erals each,

� a circuit U consisting of the AND of all clauses ci 2 C

proving that there exists a truth assignment for U such that
in each clause there is at least one true literal and at least
one false literal is NP-complete.

Now, given a MAXIMUM NOT-ALL-EQUAL 3-SATISFI-
ABILITY problem instance, we show that there exists a
reduction to a modulo assignment problem:

� initialize the set of sensors N to the empty set, and the
set of subsets Z#2N to the empty set,

� for each variable xi 2 X, add 2 sensors to N : pi1 (related
to xi) and pi2 (related to �xi),

� for each variable xi 2 X, add the subset Ai ¼ fpi1; pi2g to
Z,

� for each clause ci 2 C, add the subset Bi to Z, with Bi

comprising the sensors related to the literals appearing
in ci.

Now, let us consider a 2 out of 2 code. Given an assign-
ment of modulos to sensors such that the modulo assign-
ment problem is satisfied (i.e. each subset Ni 2 Z has 2
different modulos assigned to its sensors), it is possible
to solve the original MAXIMUM NOT-ALL-EQUAL 3-SATIS-
FIABILITY problem, setting its variables to:

� true if the sensor pi1 is assigned the first modulo (and
the sensor pi2 is assigned the second modulo),

� false if the sensor pi1 is assigned the second modulo
(and the sensor pi2 is assigned the first modulo).

Since a solution to the modulo assignment problem
produces a solution to the original MAXIMUM NOT-ALL-
EQUAL 3-SATISFIABILITY problem, modulo problems are
at least as difficult as MAXIMUMNOT-ALL-EQUAL 3-SATIS-
FIABILITY problems, that is NP-complete. Hence modulo
assignment is NP-hard.

Since the problem was proved to be in NP, modulo
assignment problem is NP-complete.

5. Probabilistic modules distribution

As discussed in Section 4.3, the optimal assignment of
the moduli to the sensors is NP-complete. For this reason,
we consider a simple strategy that assigns randomly one
module to each sensor during the manufacturing process,
before the sensors are scattered in the sensing field, and
we assess the probability of correct retrieval of data d : k

from the corresponding fragments stored in the sensors
in Nk.

In a n out of m code, it is possible to decode data d only if
it is encoded by at least n residues with different moduli.
However, since some sensors may fail (thus making their
stored fragments unavailable) it is necessary that the
available residues (obtained from sensors still alive) are
computed with different moduli. More formally, letting F
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be the set of faulty sensors in Nk, i.e. N0
k ¼ Nk n F, let

nk ¼ jNkj;n
0
k ¼ jN0

kj, and f ¼ jFj; data d : k encoded by a n

out of m code can be correctly reconstructed from the avail-
able fragments obtained from sensors in N0

k iff Property 1
holds:

Property 1. For a given meta-datum k, there exist at least n

sensors p1, . . ., pn 2 N0
k such that mðpuÞ –mðp

v
Þ for each

u;v 2 ½1;n�, u– v .

In other words, d : k can be reconstructed iff the surviv-
ing sensors in N0

k storing d : k are produced by using at least
n different modules.

Depending on the parameters of the code n and m, on
the number nk of sensors in Nk and of the number of faulty
sensors f, we evaluate the probability that, for a given
meta-datum k, Property 1 holds. Acting on parameters
n;m;nk it is possible to achieve the desired level of data
availability against the maximum expected number of
faults f in Nk. Leveraging this result, in Section 6 we analyze
the application of erasure codes to different storage strate-
gies by evaluating the probability of correct data
reconstruction.

Given set N0
k we first evaluate the probability that the

sensors in N0
k have exactly l different moduli, for any

l 2 ½1;n0
k�. We observe that there are mn0

k different ways of
randomly selecting n0

k moduli from a library L of m moduli.
Let kðm; lÞ be the number of sequences of n0

k moduli chosen
from the library L that contain exactly l different moduli.
We evaluate kðm; lÞ by considering the number of ways it

is possible to select l different moduli from L, i.e. l
m

� �

,

multiplied by the number of ways that l moduli can be dis-

posed: ln
0
k �

Pl�1
j¼1kðl; jÞ. From which:

kðm; lÞ ¼
l

m

� �

l
n0
k �

X

l�1

j¼1

kðl; jÞ

 !

It is immediate that kðl;1Þ ¼ l (which corresponds to the
l cases where all the n0

k sensors are assigned with the same
modulo). From this analysis follows that the probability
cðl;n0

kÞ that in N0
k there are at least l different moduli can

be expressed as per Eq. (1):

cðl; n0
kÞ ¼

kðm; lÞ

mn0
k

ð1Þ

Let now hðn0
kÞ be the probability that the number of dif-

ferent moduli in N0
k is at least n (i.e. the probability that the

decoding of the fragments is correct). It follows that:

hðn0
kÞ ¼ 1�

X

n�1

l¼0

cðl;n0
kÞ

In order to evaluate the probability of correct encoding
and decoding of data d : k after f faults of the sensors in Nk,
let �n be the total number of sensors in the network,
/ðnk ¼ iÞ be the probability that jNkj ¼ i, with i 2 ½0; �n�,
and consider the probability hðn0

kÞ ¼ hðnk � f Þ that there
are at least n different moduli in a given set Nk of cardinal-
ity nk after f (randomly chosen sensors) of the sensors in Nk

have failed. The probability h of correct data decoding after
f faults can be thus expressed as per Eq. (2)

h ¼
X

�n

i¼nþf

ð/ðnk ¼ iÞhði� f ÞÞ ð2Þ

5.1. Montecarlo evaluation of Eq. (1)

The Eq. (1) has been validated by means of montecarlo
simulation, according to the following setting. A sensor is
represented by a data structure containing a module, and
set N0

k is represented by n0
k of such data structures. In each

simulation run, each sensor is randomly assigned a module
out of a library of m modules, then the sensors in N0

k are
identified and the number of different modules is counted.

We performed 100;000 runs of the simulator for differ-
ent values of n0

k and m, covering the whole set
½5;10;15;20;25;30� with the constraint that n0

k > m, and
the outputs confirmed the correctness of the analytical
expression of cðl;n0

kÞ. The results of these simulations are
shown in Fig. 1, which compares the values of c obtained
from Eq. (1) in the case where n0

k ¼ 20 and the library con-
tains m ¼ 15 modules. In particular, for each number of
different moduli l in N0

k (along the X axis), the figure shows
an histogram reporting the number of cases (normalized to
1) in which the simulation reported exactly l different
moduli in N0

k, and a line showing the analytical value of
cðl;n0

kÞ. The figure shows that the theoretical estimates
(line) fit the simulation output (histogram), hence validat-
ing our analysis.

6. Application of erasure codes to existing in-network

systems

The application of RRNS to DCS or local storage can
attain different performance in terms of data availability
and memory overhead, depending on the way DCS systems
and local storage define set Nk. To the purpose of assessing
the feasibility of the use of RRNS with the different storage
systems (either local storage, DCS-GHT, Double Rulings,
pathDCS, or Q-NiGHT), we evaluate the probability of cor-
rect reconstruction of the encoded data encoded for each of
these strategies. Note that we disregard the evaluation of
performance in terms of communication overhead since
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Fig. 1. Probability cðl;n0
kÞ and Montecarlo simulation results on the
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k : m ¼ 15;n0

k ¼ 20.
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this does not change with respect to the same storage
mechanisms without erasure encoding.

The probability of correct reconstruction depends on
the number of nodes that apply the coding function to
the collected data. In order to estimate the probability
/ðnk ¼ iÞ that a sensor has exactly i neighbors, we assume
that the probability that a sensor q is a neighbor of a given
sensor p is pt2=L2. In general, it is not possible to estimate
the size of nk ¼ jNkjwith an analytical formula, for this rea-
son we evaluate nk by means of simulation. In particular
we first perform simulations aimed at estimating the dis-
tribution /ðnk ¼ iÞ, i.e. the number of sensors on a perime-
ter, then we combine this distribution with Eq. (2).

The underlying hypothesis is that the intersection
between the sensing field and the area covered by the
transmission range of a sensor is always circular with
radius t. We performed Montecarlo simulations with the
same settings for the different systems: sensors uniformly
distributed in a square sensing field of side L ¼ 400 m,
transmission range t ¼ 10 m, and D 2 ½1;30�, network den-
sities (i.e. average number of neighbors per sensor) ranging
in ½1;30�. In order to compute the mean cardinality of the
set of sensors that store a data, we created 100 different
networks characterized by the given parameters and in
each network we simulated 1000 put operations with a
randomly chosen value of k. For each of these put opera-
tions the simulator computes the size of the resulting nk.

6.1. Local storage

The local storage protocol dictates that data corre-
sponding to meta-datum k produced by sensor p be stored
in the neighborhood Nk of p, i.e. in the nodes within a sin-
gle hop from p.

Let �n be the total number of sensors in the network and
let also nk be the cardinality of Nk. For the sake of simplicity
we neglect border effects. In fact, a sensor in the network
border has, in general, a smaller number of neighbors. On
the other hand the approximation resulting from this
assumption does not impair the asymptotic result, as ver-
ified by our simulation results.

Under these hypotheses /ðnk ¼ iÞ behaves as the bino-
mial distribution:

/ðnk ¼ iÞ ¼
�n� 1

i� 1

� �

pt2

L2

� �i�1

1�
pt2

L2

� ��n�i

ð3Þ

We validate Eq. (3) by simulating networks of
�n ¼ 10;000 sensors uniformly distributed as discussed at
the beginning of Section 6. Each simulation run returns
the average number of neighbors of a randomly chosen
sensor, computed over 100 repetitions of the experiment.
The results are reported in Fig. 2 that shows, for each pos-
sible size i of Nk, a line depicting the probability /ðnk ¼ iÞ

obtained from Eq. (3), and the histogram showing the
number of cases (normalized to 1) in which the simulation
reported exactly i sensors in Nk. From the figure it is seen
than the border effect introduces a small error in the for-
mula that, however, does not impair its general validity.

Figs. 3 and 4 depict the probability of correct recon-
struction h when a 5 out of 15 code is used (n ¼ 5 and

m ¼ 15), for network densities (i.e. average number of
neighbors per sensor) ranging in ½1;30�. Fig. 3 shows the
probability h when f ¼ jFj ¼ 0, i.e. there are no faults in
Nk, and when f ¼ 3 and f ¼ 6. Clearly the presence of faults
decreases the probability of correct reconstruction, how-
ever this effect is counterbalanced as the network density
increases, which makes h approach 1 in any case. Fig. 4
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Fig. 2. Local storage: probability /ðnk ¼ iÞ and Montecarlo simulation
results on the size of Nk: �n ¼ 10000; L ¼ 400; t ¼ 10;100 experiments.
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shows the speed with which h approaches 1 as the network
density increases. The Y axis in the graph shows the num-
ber of decimals of h that have value 9. For example it is
seen that h is about 0.99 for network density 15 and f ¼ 0.

6.2. DCS-GHT

In DCS-GHT, Nk is the set of sensors that belong to the
home perimeter around a point ðx; yÞ obtained as the hash-
ing of k. Like in the previous subsection, we first perform
simulations aimed at estimating the distribution
/ðnk ¼ iÞ, i.e. the number of sensors on a perimeter, then
we combine this distribution with Eq. (2).

Fig. 5 shows the probability h of correct reconstruction
obtained combining Eq. (2) with the distribution of
/ðnk ¼ iÞ obtained from the simulation, in case f ¼ 0;
f ¼ 3, and f ¼ 6. In all the cases studied, the probability
of correct reconstruction attains its maximum for a small
value of the network density (for example it is about 0.95
for network density 5 and f ¼ 0), it decreases as the net-
work density increases and it becomes stable around the
value 0.85. The reason for this behavior is that the size of
the perimeters selected by DCS-GHT becomes smaller as
the network density increases, and, in many cases, it
becomes too small to ensure that in the perimeter there
are at least n sensors with different moduli. This effect is
observed in Fig. 6, which shows the probability for

different sizes of the home perimeter for a network density
equal to 30. From the figure, it appears that the home
perimeter has less than 8 sensors in about 18% of the cases,
and a similar behavior is observed for different network
densities. This result confirms the same conclusions of
[10], where it is observed that DCS-GHT suffers from the
fact that it cannot control the size of the home perimeter.
An extreme case is that in which the coordinate ðx; yÞ is
outside of the network boundary, which results in a home
perimeter very large that covers the external perimeter of
the network. On the other hand, if the coordinate ðx; yÞ falls
in an area densely populated of sensors, then the home
perimeter is very small. This behavior of DCS-GHT affects
the ability of correct encoding of the data using erasure
codes. A way to improve the ability of correct encoding
in DCS-GHT is to reduce the value of n in the code. Fig. 7
shows the probability h when n ¼ 3 and m ¼ 15. It is seen
that the probability h is now closer to 1, however, as it will
be discussed in Section 7 this result comes at the cost of a
larger memory overhead.

6.3. Double ruling

In a generic double ruling, the replication scheme stores
information along a curve such that a user query along
another curve will intersect the storage curve and retrieve
the data. In the seminal work in [12], meta-datum is
hashed to one of the great circles of the unit sphere, then
the sphere is subject to stereographic projection to identify
its corresponding curve, certain that any query routed over
an intersecting great circle will intersect the replication
route, thus encountering the data. In particular, the nodes
Nk pertaining to the storage circle are chosen by computing
hashðkÞ, such that retrieval along other circles are guaran-
teed to find the data with cost OðdÞ with d as the true dis-
tance between data source and query node.

Even though the theory assures that data can always be
retrieved in an efficient way when the sensors are distrib-
uted continuously in the sensing field, when discrete posi-
tions are taken into account the system suffers from faults
and inefficiencies. Simulations were performed to under-
stand the limits of this approach, both in its original form,
and when combined with erasure coding. Like in the
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Fig. 5. DCS-GHT: probability h of correct reconstruction for a network
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previous subsection, we first perform simulations aimed at
estimating the distribution /ðnk ¼ iÞ, i.e. the number of
sensors on a perimeter, then we combine these distribu-
tion with Eq. (2).

Fig. 8 shows the probability h of correct reconstruction
obtained combining Eq. (2) with the distribution of
/ðnk ¼ iÞ obtained from the simulation, in the cases where
f ¼ 0; f ¼ 3, and f ¼ 6. The number of nodes in Nk grows
as the diameter of the network, thus it is higher for large
network densities. The high reconstruction power of Dou-
ble Rulings is testified also by Fig. 9, which inspects the
reconstruction probability with a higher magnification.
Even though the probability h is quite high, as it will be dis-
cussed in Section 7, this result comes at the cost of a large
memory overhead.

6.4. pathDCS

The approach described in [13] considers choosing a
root node for data storage by a particular kind of routing,
then storing data on all the nodes at one hop from the root
node. The size of Nk is similar to the use case regarding

local storage. The routing mechanism to choose the root
node works by building a number of routing trees rooted
on a number of ‘‘anchors’’, then routing the packet to a ran-
dom anchor (depending on hashing of k) and then routing
towards other z anchors (z will be called ‘‘number of seg-
ments’’) for a random number of hops.

Fig. 10 reports the probability of correct reconstruction
h, for network densities 2 ½5;30�; n ¼ 3;m ¼ 15 and
f 2 f0;3;6g, when 2 segments and 20 anchors are used.
From this figure results that the probability of correct
reconstruction approaches 1 for all values of f (although
with different speeds for different values of f). The system
behaves like local storage, since its replication is quite sim-
ilar to that other system, while guaranteeing a better per-
formance in data retrieval. This result is confirmed by
Fig. 11 that shows the speed of convergence of h to 1 (in
terms of number of decimals of h that have value 9) as
the size of nk increase. In any case, as shown in the next
section, with pathDCS the load is less balanced, since the
root node for replication is chosen by routing towards
anchors, thus nodes close to anchors will store more
meta-data than peripheral nodes.
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6.5. Q-NiGHT

In Q-NiGHT the size of Nk is set using the parameter qk

of the algorithm, which expresses the number of replicas
that must be associated with meta-datum k during the
storage of the data. Hence we can model the distribution
/ðnk ¼ iÞ of the number of sensors in Nk with the Kronecker
delta function, that is 1 when nk ¼ qk and it is 0 otherwise:

/ðnk ¼ iÞ ¼
1 when nk ¼ qk

0 elsewhere

�

ð4Þ

From Eq. (2) the probability of correct reconstruction
with Q-NiGHT after f faults becomes:

h ¼
X

�n

i¼nþf

ð/ðnk ¼ iÞhði� f ÞÞ ¼ hðqk � f Þ

Fig. 12 reports the probability of correct reconstruction
h, for nk ¼ qk 2 ½5;30�;n ¼ 3;m ¼ 15 and f 2 f0;3;6g. From
this figure results that the probability of correct recon-
struction approach to 1 for all values of f (although with
different speeds for different values of f). This result is con-
firmed by Fig. 13 that shows the speed of convergence of h
to 1 (in terms of number of decimals of h that have value 9)
as the size of nk increase.

6.6. Encoding example

We now provide an example of the n out of m coding,
represented in Fig. 14. For this purpose, we consider the
storage of data d : k, with d ¼ 857332112, produced by a
sensor p, and assume that the RRNS used for the encoding
has moduli m1 ¼ 65536;m2 ¼ 65533;m3 ¼ 65531, and
m4 ¼ 65529, of which m1 and m2 are the redundant. As a
consequence n ¼ 2; r ¼ 2, and the range of the RRNS is
M ¼ 4294180899. We assume that set Nk comprises the
sensors: fP1; P2; P3; P4g, composed by 4 nodes, for the stor-
age of d : k. Let P1; . . . ; P4 be assigned with moduli
m1; . . . ;m4, respectively. Irrespective of the method used
to select Nk, the fragments computed by the n out of m cod-
ing are X1 ¼ d mod m1 ¼ 55696;X2 ¼ 29406;X3 ¼ 55570,
and X4 ¼ 16205.

If for some reason P1 and P3 fail, when the sink node
connects to the network the memory of sensors P1 and
P3 are no longer available, hence the sink node has access
only to X2 ¼ 29406 and X4 ¼ 16205, respectively from X2

and X4. However, since the RRNS can afford up to r ¼ 2 era-
sures, the original value of d can still be recovered by the
sink node applying the Chinese Reminder Theorem to res-
idues X2 ¼ 29406 and X4 ¼ 16205 with moduli
m2 ¼ 65533 and m4 ¼ 65529, respectively.

7. Memory overhead

The previous section correlates the different kind of in-
network storage with n out of m coding, showing that in
most cases it is possible to realize a trade-off between
memory overhead and data availability by operating on
the parameters of the system, such density of the WSN,
and replication level of Q-NiGHT. Let us now consider the
dual problem of fixing the data availability, and let us elab-
orate on the memory overhead imposed by the redun-
dancy in the different scenarios.

Let us assume that the data to be stored are represented
by L bits, that the RRNS used for the erasure encoding is an
n out of m code, thus each data is encoded into fragments of
size Ln � L=n bits, and that the data is stored in a set Nk of
nk sensors, as selected by a local or a DCS storage.

It is immediate that with replication the memory over-
head per data per sensor is L bits, while with the RRNS is
Ln � L=n bits. The total memory overhead is L � nk for the
replication strategy, Ln � nk ¼ L nk

n
for the n out of m coding,
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Fig. 12. Q-NiGHT: probability h of correct reconstruction for
nk ¼ qk 2 ½5;30�; n ¼ 3, and m ¼ 15 and 0;3;6 faults.
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hence the erasure codes strategy outperforms the pure
replication one for a factor n on the memory usage, given
that the system allows for the fine tuning of nk. Since most
system cannot choose an arbitrary nk, it is a matter of
selecting network parameters that enable the correct
reconstruction of the data with high probability. Among
the considered system, Q-NiGHT allows the user to assign
to a given meta-datum k a number of replicas qk, and path-
DCS allows for an indirect control on nk by operating on the
number of hops used while replicating the data, which
anyway defaults to 1.

For example, let us suppose that the network is charac-
terized by a network density of 30, that the sensor field is a
square with a side of 400m and that the transmission
radius is 10m, and let us experiment with the data storage
as executed by the different systems. Each experiment
consisted in 20 runs, and for each run 2000 meta-data
were generated and stored into the network.

Figs. 15–19 show the distribution of the number of frag-
ments stored in each scenario, for different redundancy
strategies. In each scenario, the use of n out of m coding
provided a much higher probability of data reconstruction
with respect to pure replication, as expected (see Sec-
tion 6.5 to relate network density D and replication level
of Q-NiGHT qk to the probability of correct data reconstruc-
tion), even though DCS-GHT and Double Ruling are at a loss
for the high variance of the size of Nk. The total cost in term

of memory has a high variance, due to the load balancing
properties of the various data storage architectures (local
storage, GHT, Double Ruling, pathDCS, Q-NiGHT), and the
figures show that in particular Q-NiGHT and pathDCS can
achieve a much better memory saving and load balancing
from the usage of erasure coding. Anyway, while Q-NiGHT
profits by its direct control of replication degree and choice
of the root node based on hashing over the whole sensing
field, pathDCS behaves like an unbalanced version of local
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Fig. 15. Local storage: load of the sensors for replication and for
n ¼ 3;m ¼ 15, and for n ¼ 5;m ¼ 15, with D ¼ 30.

load per sensor

0 10 20 30 40 50 60 70 80 90

p
ro

b
a
b

il
it

y

-8
10

-7
10

-6
10

-5
10

-4
10

-3
10

-2
10

-1
10

replication

n = 3, m = 15

n = 5, m = 15

Fig. 16. DCS-GHT: load of the sensors for replication and for
n ¼ 3;m ¼ 15, and for n ¼ 5;m ¼ 15, with D ¼ 30.
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Fig. 17. Double Ruling: load of the sensors for replication and for
n ¼ 3;m ¼ 15, and for n ¼ 5;m ¼ 15, with D ¼ 30.
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Fig. 18. pathDCS: load of the sensors for replication and for n ¼ 3;m ¼ 15,
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storage, where the root node is decided by routing towards
anchor nodes, with the effect of having more meta-data
rooted over nodes close to anchors.

Thus, n out of m codes present advantages in terms of
global usage of memory and provides a better QoS, i.e. each
sensor has to store a lesser number of bits, resulting in a
better exploitation of the inherent redundancy of the net-
work, especially when the data are related with a low
number of meta-data. Pure replication would store all the
data in a low number of sensors, while n out of m codes
would use a larger number of sensors, with a lower degree
of occupancy on each sensor.

8. Conclusions

The Data Centric Storage approach is very effective in
implementing in-network data storage and retrieval sys-
tems. However, such systems currently rely on data repli-
cation to assure data availability, which affects their
memory overhead. In this paper we have shown how Data
Centric Storage systems can be combined with memory-
efficient erasure codes. The use of erasure codes is however
not immediate, since it requires the sensors to perform the
encoding of the data before the storage (encoding that is
not necessary in traditional DCS since they exploit replica-
tion). Data encoding requires that each sensor be assigned
with a coding parameter (that in the case of RRNS is an
integer module), and this assignment is critical from the
point of view of correct data coding and decoding. We have
shown that an optimal assignment of the moduli to the
sensors is NP-Hard, and we thus have considered a proba-
bilistic model that allows the estimation of correct coding
and decoding probability. Based on this model, we have
evaluated the probability of correct data encoding in five
different storage systems: local storage, DCS-GHT, Q-
NiGHT, Double Roulings and pathDCS. Simulation results
show that Q-NiGHT and PathDCS can be easily adapted
to the use of erasure codes. On the other hand, approaches
like Double Rulings and DCS-GHT, which do not have
mechanisms to control the degree of replication of the
stored data, are not able to always guarantee a correct data
encoding and decoding.
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